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synapse integrated
security solutions

how secure is your business-critical data?

synapse has developed a uniquely holistic view of information security based on enterprise
architecture expertise and secure application development. We work closely with some of
the leading organisations in the financial sector, helping them to meet both their business
objectives and their regulatory requirements.
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effective perimeter security

synapse delivers multi-layer enterprise-class solutions
meeting the varied demands of the financial services
industry. We make security easily available and affordable
by providing a broad range of security products and services
— either for in-house deployment and management, or as
a fully managed service.

As networks become increasingly more complex, businesses
need to ensure that all endpoints, including servers, laptops,
and handhelds, are protected by up-to-date security
software. We integrate multiple security products such

as anti-virus, firewall, network access control, and
anti-spyware into a comprehensive and easily managed
solution. This gives businesses a holistic view of their
network, simplifies management and optimises security.

The proliferation of portable devices means that normal
network boundaries have become blurred, and people
now effectively mark the network perimeter. This has led
to an increase in data leakage and breaches. In the light
of increasing regulatory control, businesses should
continually review their security policy against their
strategic goals, and the sensitivity of their data against
their in-house capabilities.

rigorous internal control

The rapidly evolving threat to security is creating significant
risks which businesses must manage more effectively.

All systems that are used to exchange or store information
are vulnerable to attacks on customer data, loss of
intellectual property and phishing — as well as threats
from internal sources.

Customers must protect themselves against these
risks across all e-mail, instant messaging, Web
communications, file sharing, and other information
systems within the enterprise.

synapse provides a framework for consistently enforcing
content control across the enterprise, from e-mail gateway
security to archiving. This framework actively protects
against data loss and policy violations as well as enabling
customers to respond rapidly if any problems occur.

We deliver industry-leading protection for messaging
and collaboration systems, while lowering the total
costs of data retention, electronic discovery and
systems management.

compliance and security management

security teams are faced with managing complex IT
environments that include many diverse systems and
security devices. They must provide effective and
transparent management in line with their company’s
security policy, as well as compliance with both internal
mandates and external regulations.

With tight budgets, organisations must determine whether
they have the security expertise and resources to manage
their own IT environments.

We help you to manage your IT security environment
proactively, and demonstrate that effective, well
managed IT security controls are in place.

You can use our security and compliance
management software:

With your own in-house staff

With our consultants

As a fully outsourced managed security solution

e Or as a combination of all three

effective perimeter security

key technologies

managed services

e Anti-virus/anti-spyware

e Firewalls

* Network access control

e |ntrusion detection/prevention
¢ VPN sign-on remote access

e smart
e Foresight

rigorous internal control

key technologies

managed services

e E-mail anti-virus filtering
e Content control

e Archiving

e Patch management

e exchange vault

compliance and security management

key technologies

e Risk assessment
e Penetration testing
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about synapse consulting

As a leading provider of managed services to blue-chip organisations
worldwide, our ability to provide effective and accountable IT
security enables our customers to ensure they stay one step ahead
of the competition.

Handling everything from initial configuration to ongoing updates, support
and monitoring, our approach is holistic and proactive. We focus on
continuous improvement to help you deliver value to your business.
Through our portfolio of services we help our customers manage
operational risk, and build a flexible, resilient IT environment.

for more information

To find out more about our integrated security solutions, contact
us on +44 (0)1624 675000 or visit www.synapsecn.com
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